NupopmanuoHHass NaMATKA
IJIS1 00yYAKOIIMXCH JJ151 pasMelieHus Ha opunuanbHbIX UHTEpHET-pecypcax
C KaxIbIM TOJAOM MOJOJIEKU B UHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJbHUKH
OJJHM W3 CaMbIX AaKTHBHBIX IOJb30Barenie PyHera. Mexay TeMm, NOMHMO
OTPOMHOIO KOJIMYECTBA BO3MOXKHOCTEH, WHTEPHET HECeT M NpoOieMbl. ITa
naMsTKa JI0JKHA MOMOYb Te0e 6e301acHO HaXOIUThCS B CETH.

Komnviomepnuie supycoi

KoMmnploTepHblid BHpPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTPaMM,
OTJIMYUTEIPHOW 0COOCHHOCTHIO KOTOPOM SIBIISIETCS CIIOCOOHOCTh K Pa3MHOKCHHIO.
B nomnonHeHue Kk 3TOMy, BUPYChl MOTYT HOBPEAUTH WM MOJHOCThIO YHUUYTOXHUTH
BCe (pailyibl U JJaHHBIE, MTOJJKOHTPOJIBHBIE TI0JIL30BATEI0, OT UMEHH KOTOPOTO OblIa
3amylieHa 3apak€HHasg NporpaMma, a TakKe MOBPEAUTh WIH JAXE YHUUYTOXKHUTH
OTIEpallMOHHYI0 CHCTEMY CO BceMHu ¢aiiamu B 11eJoM. B OOJBIIMHCTBE cllyyaeB
pacpoOCTPaHSAIOTCS BUPYCHI YEPE3 UHTEPHET.
MeTtonbl 3a1IUTHI OT BPEIOHOCHBIX MPOTPaAMM:
1. Hcnonb3yld  COBpPEMEHHBIE  OIEPALIMOHHBIE  CUCTEMBI, HMMEKOLIUE
CEpbE3HBI YPOBEHB 3AIIUTHI OT BPEIOHOCHBIX MTPOrPaMM;
2. [TocTossHHO ycTaHaBiauBaid ma4TH (UUQPPOBBIE 3aMJIATKU, KOTOPbIE
ABTOMATUYECKH YCTAHABJIMBAIOTCA C IIEJIbIO JIOPAOTKH TMPOTPaAMMBbI) U JpPyTHE
OOHOBJICHHSI CBOE€H omnepanMOHHOW cucteMbl. CkauvBaili UX TOJBKO C
opurmanpHoro  caiirta paspaborumka OC. Ecnu  cymecTByer — pexum
aBTOMATHUYECKOT0 OOHOBJICHUS, BKJIIOUHU €TO0;
3. PabGoraii Ha cBoeM KOMIBIOTEpE IMOJ] MpaBaMH I[OJL30BATENs, a HE
aIMUHUCTpATOpa. IJTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMM
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATLHOM KOMITBIOTEPE;
4. Hcnonb3yii aHTUBHUPYCHBIE MPOTPaMMHBIE MPOIYKTHl  U3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;
5. Orpanudb GU3UIECKUM TOCTYI K KOMITBIOTEPY JIJIsl TOCTOPOHHUX JIHUIL;
6. Hcrnonp3yil BHENIHWE HOCUTENTW WH(OpMaIuu, Takue Kak (uenika, Quck

WK (aiin U3 MHTEpHETa, TOJIBKO U3 NPOo(EepPEHHBIX UCTOUHUKOB;



7. He otkpbiBaii kommbloTepHbIE (halliabl, MOJYyYEHHBbIE W3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te (pailsibl, KOTOpbIE MpUCaan TBOM 3HAKOMBIH. Jlydiie yrouHu
y HEro, OTIIPaBJIsUI JIU OH TeOe UX.

Cemu WI-FI
Wi-Fi - 310 He BHJ mepejaud JaHHBIX, HE TEXHOJOTHS, a BCEro JIUIIb OpeH,
mapka. Eme B 1991 roay HumepiaHiackas KOMMaHHS 3aperucTpupoBasia OpeH
«WECA», uro o6o3nauamo cioBocoueranue «Wireless Fidelity», kotopsrit
NEePEeBOUTCS KaK «OeCpOBOAHAS TOUHOCTDY.
Jlo Hamiero BpeMeHH Joluia Apyras a00peBuarypa, KOTopas SIBISIETCS TaKOH ke
TexHoJoruei. Ito abopesuarypa «Wi-Fi». Takoe Ha3BaHHE OBLIO JTAaHO C HAMEKOM
Ha CTaHAapT BBICIIMI 3BYKOBOW TexHMKH Hi-Fi, 4Tro B mepeBone o3HavaeT
«BBICOKASI TOUHOCTBY.
Ha, OecnnaTHBIA HHTEPHET-AOCTYN B Kade, OTENsX M a’polopTrax sBISETCA
OTJIMYHON BO3MOXHOCTBIO BbIXOJa B MHTEpHET. HO MHOrme sKkcmepThl CUMUTAIOT,
gt0 obmenoctymnubie Wi- Fi cetn He SBISIOTCS 0€30I1aCHBIMHU.
CoBeTsl 10 Oe30macHOCTH paboTe B 00menocTynHbix ceTax Wi-fi:
1. He nepenasaii cBoro mnuHyto nHopmanmio gepe3 oodmenoctymasie Wi-Fi
cetu. PaboTast B HUX, *eJlaTeIbHO HE BBOJUTH MAapOJU JOCTYIA, JIOTMHBI U KaKue-
TO HOMEDPA;
2. Hcnonb3yil 1 0OHOBIIAM aHTUBUPYCHBIE MMPOrpaMMbl U Opanamayep. Tem
cambIM Thbl 00€30MacuIllb ce0sl OT 3aKauKH BUpPYyCa Ha TBOE YCTPOICTBO;
3. [Mpu wucnomszoBanuu Wi-Fi otkmoun ¢ynknmioo «OOmmii goctyn K
daitmam u mpuHTepam». JlaHHas (QYHKOMS 3aKpbITa MO YMOJYAHHUIO, OJHAKO
HEKOTOpBIE MOJIb30BATEIN aKTUBUPYIOT €€ ISl y100CTBa UCIOIb30BaHUs B paboTe
uim yueode;
4. He wucnonp3yit myOomwmunbii WI-FI nis mepenaym JIMYHBIX JAHHBIX,
HaIpUMep 7S BBIX0JIa B COLMAIbHBIC CETH WM B 3JICKTPOHHYIO MOYTY;
5. Nnonw3yii ToNbKO 3amuiieHHoe coeaunenue yepes HTTPS, a ne HTTP,

T.€. IpH Habope BeO-aapeca BBOAU MMEHHO «https://»;



6. B moOmnsHOM Tenedone otkimoun ¢yHknuio «lloakmouenne xk Wi-Fi
apTomMaThueckn». He pomyckail aBTOMAaTH4YECKOrO MOAKIIOYEHHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero coriacusi.

CoyuanvHvie cemu
ConmanbHble CETH aKTUBHO BXOJST B Hally >KW3Hb, MHOTHE JIIOJIU PabOTalOT U
XKHUBYT TaM IMOCTOSHHO, a B Facebook yxke 3aperucTpupoBaH MUILUIHAP] YCIIOBEK,
YTO SIBJISIETCS OJTHOW CEIbMOM BCEX JKUTEJEH IUIAHEThl. MHOTME MOIB30BaTENIN HE
MOHUMAIOT, YTO MHGpOpMAIMs, pa3MElIeHHass MU B COIIMAIBHBIX CETSIX, MOXKET
ObITh HaliJIcHA W HKCIOJb30BaHA KEM YTOJHO, B TOM YHUCJIE HE 0053aTeNbHO C
OJIaruMu HaMEPEHUSIMU.
OCHOBHBIE COBETHI IO 0€30MACHOCTH B COLIMAIIBHBIX CETSIX:
1. Orpanuyb CHUCOK Jpy3e. Y TeOs B Jpy3bsiX HE JIOJDKHO OBITh
CIIy4alHbIX U HE3HAKOMBIX JIFOJIEH;
2. 3amuinai CcBOIO YacTHYIO >KM3Hb. He ykaspiBail mapoiu, TeneQoHsl,
aapeca, JaTy TBOErO0 POXACHUA U JAPYryI0 JUYHYI0  HHGOpMAaIHUIO.
3110yMBIIUIEHHUKHA MOTYT UCIIOJIb30BaTh Jake MHPOPMAIIUIO O TOM, KaK Thl U TBOU
POJUTENH TUIAHUPYETE MPOBECTH KAHUKYJIBI;
3. 3amuinai CBOIO peIyTaluio - JEPKU €€ B YUCTOTEe W 3ajaaBail cebe
BOIPOC: XOTeJN ObI Thl, YTOOBI APYTHE MOJIb30BATENIN BUACIHU, YTO ThI 3arpy’Kaeuib?
[Togymaii, mpesxie 4eM 4TO-TO OMyOJIMKOBATh, HATUCATh U 3aTPY3UTh;
4. Ecau Thl roBOpUIIB C JIFOABMHU, KOTOPBIX HE 3HAEIIb, HE UCIIOIB3YH CBOE
peaqbHOe UMS U APYTYIO JUYHYI0 UH(OpPMALUK: UM, MECTO >KUTEJIbCTBA, MECTO
y4eObl U poyee;
5. Nzberait pazmemenus gororpaduii B UutepHere, rae Thl u300pakeH Ha
MECTHOCTH, [0 KOTOPOU MOKHO OMPEACIUTH TBOE MECTOIOJIOKEHHE;
6. [Ipu peructpamu B COIUATBHOM CETH HEOOXOIUMO MCIOJIb30BAThH

CJIOXHBIEC TIAPOJIH, COCTOSIIUE U3 OYKB U MU(P U C KOJTUISCTBOM 3HAKOB HE MECHEE

8;



7. Jis  conmuanbHOM CEeTH, TMOYTHI W JAPYTUX CalTOB HEOOXOIWMO
UCIIOJIb30BaTh pa3Hble maposu. Toraa eciu Teds B3JIOMAIOT, TO 3JI0YMBIIITICHHUKU
MOJIy4aT JOCTYI TOJBKO K OTHOMY MECTY, a HE BO BCE Cpasy.

InekmpoHHble OeHb2U
DONeKTpoHHbIE JAEHBIM — JTO OYEHb YJIOOHBIM CHOCOO IUIaTeXeh, OIHAKO
CYILLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3T ICHBIH.
ONEeKTpOHHBIE JIEHbIM MOSBUIUCH COBCEM HENABHO M MMEHHO HM3-3a2 3TOr0 BO
MHOTUX F'OCYyAapCTBax J0 CHUX IOpP HE MPOIMKUCAHO MPO HUX B 3aKOHAX.
B Poccun xe oHM (QYHKITMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, TJIE WX
pa3zeNnsoT Ha HECKOJIBKO BUIOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3HuIa B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX paspeniacTcss MPOBOAUTH olepanuu 0e3
UJECHTU(PUKAIIMY TT0JIh30BaTENs, & B HCAHOHUMHBIX HICHTU(UKAIIUU TOJIb30BaTEs
SBJIIETCS 0053aTEILHOM.
Taxke cienyer  pa3iauyarh  dJIGKTPOHHbIE  (uaTHBIE  JIEHBIW  (PaBHBI
rOCyJIapCTBEHHBIM BaJIIOTaM) U DJJICKTPOHHBbIE He(dUATHBIC ACHLIM (HE PaBHBI
rOCyapCTBEHHBIM BAJIIOTaM).
OcHOBHBIE COBETHI IO 0€30MaCHON padOTE C NEKTPOHHBIMU JIEHbraMU:
1. [IpuBsokn Kk cuety MOOWIBHBIN TenedoH. DTO caMblii yAOOHBIN U
OBICTPBI CIOCOO BOCCTAaHOBUTH JOCTYNl K cueTy. IlpuBs3annbplli TenedoH
MOMOXKET, €Clu 3a0yJellb CBOM IJIATEKHBIM Mapojib WM 3aijienlb Ha callT C
HE3HAKOMOI'0 YCTPOMCTBA;
2. HUcnons3ylh oaHopa3zoBeie maponu. llocne mnepexoma Ha YCUIIEHHYIO
aBTOpHU3aLMI0 TeOe yke He OylneT yrpokaTh ONACHOCTh KPakKH WM IepexBaTa
MJIATEXKHOTO MAPOJIs;
3. Boibepu crnoxubiii maposb. IIpectynHukam OyaeT He MpPOCTO yraaaTh
CJIOKHBIA Mapoib. HanexHble Mapoiu — 3TO MapOJH, KOTOPbIE COJAEpXkKaT HE
MEHee 8 3HAKOB M BKIIIOYAIOT B ce0s CTPOYHBIC M MPOMHUCHBIC OYKBBI, ITUGPHI U
HECKOJIbKO CUMBOJIOB, TaKME KaK 3HaK J0juiapa, (pyHTa, BOCKIMIIATENIbHBIN 3HAK U
t.11. Hanpumep, StRONQ!;;

4, He BBOJU CBOU JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HEC JOBECPACIID.



Onexmponnas nouma

OneKTpoHHasi MoYTa — 3TO TEXHOJOTHUA W MNPEJOCTABISIEMBIE €10 YCIYyTH IO
MEPECHUIKE U MOJTYUYEHHUIO AJIEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeieiaioTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO HIEKTPOHHBIM MOYTOBBIA SIIIUK  BBITJISIUT
cJIeIyIouuM 00pa3oM: UMsI_T0JIb30BaTeNsI(@UMs_JIoMeHa. Takxe Kpome nepenadu
MPOCTOTO TEKCTA, UMEETCS BO3MOKHOCTH TIepe/iaBaTh (pailiibl.
OCHOBHBIEC COBETHI IO 0€30TTaCHOM padOTe C AICKTPOHHON MOYTOM:
1. Hamo BwIOpaTh mNpaBWIIBHBIN TOYTOBBIM cepBUC. B HHTEpHETE ecTh
OTPOMHBIN BEIOOP OECIUIATHBIX MOYTOBBIX CEPBHUCOB, OHAKO JIYUIIIEC TOBEPSIThH TEM,
KOTO 3HA€lIb U KTO NIEPBBIN B PEUTUHIE;
2. He yka3piBait B InuHO# noute TMyHy0 nHpopmaruio. Hanpumep, myurie
BBIOpATh «MY3bIKaJIbHBIN _(panat@» nimm «pok2013» BmecTo «temal3»;
3. Hcnonb3yid ABYXATalHYHO aBTOPU3AMIO. DTO KOTJAa IMOMHMO MapoJs
HY>KHO BBOJUTD KOJI, TPUChUTIaeMbIil 1o SMS;
4. Bb106epu cnoxHbIil maposb. JlJIg KakI0ro MOYTOBOTO SAIIMKA JOJIKEH
OBITH CBOM HAJCKHBIN, YCTOMYMBBIN K B3JIOMY MapOJib;
5. Ecnmu ectb BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMYHBIA BOIPOC,
WCIIOJIB3YH 3TY BO3MOXHOCTB;
6. Hcnonb3yld HECKOJIBKO IMOYTOBBIX AIIMKOB. llepBwlii st 4acTHOM
MEPENUCKU C aJpecaTamu, KOTOPBIM Thl JOBEPSEIb. JTO JICKTPOHHBIA aApecC HE
HAJI0 UCTIOIBH30BaTh MPU PETUCTPAIIMK HA POopyMax U calTax;
7. He oTkpeiBaii Qailnbl U Ipyrue BIOXKEHUS B MUCbMAaxX JaXe €CIU OHU
NPUIIUTM OT TBOUX Jpy3eu. JIyuine yTouHM y HHMX, OTIPABJISUIM JM OHU T€OE ATH
(haisl;
8. [locne okoHuaHusi pabOTHI HA MOYTOBOM CEpPBUCE IMEped 3aKpPbITUEM
BKJIAJIKH C CAUTOM He 3a0y/1b HaXKaTh Ha «BBIATHY.

Kubepbynnune unu supmyanvroe uzdesamenbcmeo
KubepOymmHr — mpeciaefoBaHrue COOOIICHUSIMU, COJEPKAIIUMU OCKOPOJICHUS,
arpeccuro, 3amyruBaHue; XyJIuraHCTBO; COIMAIbHOE OOMKOTUPOBAHKE C TIOMOIIBIO

Pa3JINYHBIX HHTCPHET-CCPBUCOB.



OcCHOBHBIE COBETHI 110 O0pbOE ¢ KHOEPOYIITUHIOM:

1. He Opocaiicst B 60#i. Jlyummmit crmoco0: TOCOBETOBATHCS KaK ce0st BECTH H,
€CJIM HET TOro, K KOMy MOKHO OOpaTUThCS, TO BHadalle YCIOKOUThCA. Eciu Th
HAYHEIIb OTBEYaTh OCKOPOJICHMSIMHM Ha OCKOPOJIEHHUS, TO TOJBKO emie OoJIbIIe
Pa3oXKeINb KOH(PIIHUKT;

2. VYrpapisiit cBoel kubeppenyTaimei;

3. AHOHUMHOCTh B ceTd MHHMas. CylecTBYIOT CHOCOOBI BBISICHUTBH, KTO
CTOUT 32 AHOHUMHBIM aKKayHTOM;

4. He crout Bectn XymuraHckuii oOpa3 BUPTyaldbHOW >kH3HU. WHTEpHET

(uKCUpyeT BCce TBOM JEUCTBHS M COXpAHSIET UX. YJIUTh UX OyIeT KpaiiHe

3aTPYJHUTEIIBHO;
5. Co0urofaii cBOM BUPTYaJbHYIO YECTh CMOJIOJNY;
6. UrHopupyii enunuuHbld  HeraTuB. (OJIHOpa30Bble OCKOPOUTENIbHbBIE

COOOIICHHST JIyd4llle HTrHOpupoBaTh. OOBIYHO arpeccus MpeKpamiaercs Ha
HavaJIbHOM CTaJuu;
7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSMHU, B
COIIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTH OJOKHPOBKH OTHPABKHA COOOIICHHHA C
OTIPEJICTICHHBIX a/IPECOB;
8. Ecnu Th1 cBUneTens kubepOysummara. TBoU NEMCTBUS: BBICTYIUThH MPOTUB
mpeciieoBaTeNs, MoKa3aTh €My, YTO €ro JCHCTBUS OIICHHBAIOTCS HETAaTHBHO,
NOJJIePXKaTh KEPTBY, KOTOPOM HY>KHA TICHUXOJOTHYECKas MOMOIIb, COOOIIUTh
B3POCIBIM O ()aKTe arpecCUBHOTO TTOBEICHHS B CETH.

Mobunvruiii meneghon
CoBpemMenHble cMapT(HOHBI W TUIAHIIETHI COJAEPKAT B ceOE BIIOJHE B3POCIBIMA
GyHKIIMOHAT, W TEMepb OHM MOTYT KOHKYpPHUPOBaTh CO CTAaIlMIOHAPHBIMU
KoMIibroTepamMu. OHAKO, CPEACTB 3AIIUTHI IJIs1 TIOJJOOHBIX YCTPONCTB TOKA OYCHB
Mmajo. TectupoBaHWe M TIOMCK YSI3BUMOCTEH B HHX TMPOUCXOIUT HE Tak

WHTEHCUBHO, Kak 1is [1K, To ke camoe kacaeTcsi U MOOMIIBHBIX MPUITOKEHUH.



CoBpemeHHble MOOWJIBHBIE Opay3epbl y»K€ MPaKTUYECKH IOTHAIW HACTOJIbHBIC
aHaJlOTH, OJHAKO pacuIMpeHue (yHKIHOHANIAa BIEYET 3a COo00W OONbBIIYIO
CJI0)KHOCTh M MEHBIIYIO 3aIlUIIEHHOCTb.
Jlaneko He Bce MPOU3BOJUTENM BBIMYCKAIOT OOHOBJICHHUSA, 3aKPBIBAIOIINE
KPUTHYECKHE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.
OcCHOBHBIE COBETHI JIsl 0€301aCHOCTH MOOMIIBHOTO TesedoHa:

Huuero He sBIsieTCs MO-HACTOAILIEMY O€CIUIATHBIM. ByJb OCTOpOKEH,
BeJlb Korja Tebe mpenjaraloT OecIIaTHbII KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHe-TO IJIaTHbIC YCIYTH;

Hymait, mpexne dyem oTnpaButb SMS, ¢oto wmmu Bumeo. Thl TOUHO
3Haellb, Iie OHU OyIyT B KOHEYHOM UTOTE?

Heo0xoaumMo 0OHOBISTH ONEPAIMOHHYIO CUCTEMY TBOETO CMapThOHa;

Hcnonp3yit aHTUBHPYCHBIE IPOTPAMMBI JUI1 MOOUJIBHBIX TEJIE(OHOB;

He 3arpyxail npunoxeHusi OT HEU3BECTHOTO UCTOYHUKA, BEIb OHU MOTYT
COZIEpKaTh BPEIOHOCHOE MTPOTrPaMMHOE 00ECTICUEHHUE;

[Tocne Toro kak Tbl BBIHJEHIL C cadTa, TJA€ BBOJWI JIMYHYIO
uHbOpMaIInIo, 3aliI1 B HACTPOUKH Opay3epa u yaaiu COoKies;

[Tepuoanuecku mnpoBepsii Kakue IUIATHbIE YCIYTM AaKTUBUPOBAaHbI Ha
TBOEM HOMEDE;

JlaBaii cBOil HOMEp MOOMJIBHOTO Tele(POHA TOJIBKO JIIOAAM, KOTOPBIX ThI
3HaelUIb U KOMY JI0BEpsIellib;

Bluetooth momkeH OBITH BBIKIIFOYEH, KOT/IA THI UM HE MOJb3yembes. He
3a0bIBail MHOT/Ia TIPOBEPSITH ITO.

Online uepur

CoBpeMeHHbIE OHJIAH-UTPHI - ATO KPACOYHBIE, 3aXBaTHIBAIOIINE Pa3BICUCHUS,
OOBEIUHAIOIINE COTHU THICAY YEJIOBEK MO BceMy Mupy. WUrpokum wuccruenyroor
JaHHBIA UM MHUD, OOIIAIOTCSA APYT C IPYTOM, BBIIOJHSIOT 3a/laHusl, CPaXKaIOTCS C
MOHCTpPaMH M TOJIy4alOT OMBIT. 3a yJOBOJLCTBUE OHU IUIATAT: MOKYMAIOT JHUCK,

OTIAYMBAIOT A00OHEMEHT WJIM MMPUOOPETAIOT KaKKe-TO OIIIUU.



Bce atu cpenctBa MayT Ha MOAJEp)KaHWE W PA3BUTHE UIPHI, a TAKXKE HA caMmy
0€30IacCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3AIMH, BBITYCKAIOTCS HOBBIC
naTyu (Hu@poBbIe 3aIIaTKU ISl IPOTPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B mogo0HBIX urpax CTOUT omacarbcs HE CTOJBKO CBOMX CONEPHUKOB, CKOJBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHUCTeMa aBTOpU3AI[UU OOJBITMHCTBA
urp.

OCHOBHBIE COBETHI 110 OE30MACHOCTH TBOETO UTPOBOT0 aKKAYHTA!

1. Ecnu npyroit urpok BeieT cedsi TI0X0 UM CO3/1aeT TeOe HeNpUSITHOCTH,
3a0JIOKUPYH €ro B CUCKE UTPOKOB;

2. [loxanyiics agMHHHCTPATOpaM MWIPHl Ha IUIOXO€ IOBEIAEHUE OTOrO

HUI'POKA, KCJIATCIbHO ITPHUJIOKHUTh KAKHC-TO JOKA3aTCIbCTBA B BUJIC CKPHUHOB;

3. He yxa3bIBail TnuHy0 HHGOPMALIHMIO B TpO(daiisie urpsl;

4, YBakail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBiuBail HeopuuanbHble TaTYU U MOJBI;

6. Hcnonb3yii CII0KHBIE U pa3HbIE TAPOJIH;

7. Jlaxke BO BpeMsl WIPbl HE CTOMT OTKIOYaTh aHTuBHpyc. I[loka TbI

UTpaciilb, TBOH KOMIBIOTEP MOTYT 3apa3HTh.

DuuiuHe wu Kpaxca 1uyHbvlX OaGHHbIX
OOBIUHOM Kpakel JeHeT M JTOKyMEHTOB CErOAHs YK€ HUKOTO HE YAMBHIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUH 3JI0YMBIILICHHUKH TIEPEMECTUIIMCh B HHTEPHET,
Y TIPOJIOJDKAIOT 3aHUMATBCS «ITFOOMMBIMY JETIOM.
Tak mosiBUIach HOBasi yrpo3a: WHTEPHET-MOIICHHUYECTBA MM (DUIIIMHT, TJIaBHAsS
IeJlb  KOTOPOTO  COCTOMT B  TOJIYYCHUH  KOH(DHUICHIMANBHBIX  JaHHBIX
NoJIb30BaTesIeii — JOrMHOB U maposieil. Ha anrmuiickoM si3eike phishing unraetcs
kak ¢ummHr (ot fishing — peiOHas oBs, password — mapods).
OcHOBHBIE COBETHI IO 00pHOE C (GUITUHTOM:
1. Cnenm 3a cBoMM akkayHTOM. Eclii ThI Moj03peBaeiib, 4TO TBOSI aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBAaTh €€ M COOOIIMTH aJIMHHHCTPAaTOpam

pecypca 00 3TOM Kak MOXKHO CKOpee;



2. Hcnonp3yit 6e30macHbie BEO-CANTHI, B TOM YHCIIE, MHTEPHET-Mara3nHoB U
IIOMCKOBBIX CHCTEM;

3. Hcnons3yil ciaokHBIE W pa3Hble Mapoiu. TakuM oOpa3om, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBINUICHHUKHA TOJIY4aT JOCTYI TOJBKO K OJHOMY TBOEMY
po U0 B CETH, a HE KO BCEM;

4. Ecau Tebs B3nmoManu, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOMX
3HAKOMBIX, KOTOpBIE T0OABICHBI y T€OS B IPY3bAX, O TOM, 4TO T€OS B3JIOMAIU H,

BO3MOXKHO, OT TBOCTO NMCHH 6yz:eT pPacCblIaThCA CIIaM U CCBIJIKH Ha (1)I/IHII/IH1"OBI)I€

CAUThI;

5. Ycranosu HaaexHbid napoib (PIN) Ha MoOunbHBIN TENneoH;

6. OTkiIr04M coxXpaHeHue naposis B Opaysepe;

7. He otTkpeiBaii Qailibl U npyrue BIOXKEHUS B MUCbMAaxX JaXKe €CIu OHU

OPUIILIA OT TBOWX JApy3el. Jlydille yToOuHM y HUX, OTIPABJSUIM JIM OHH TEOE ITH
Gbaib.

Lugposas penymayus
[Mudposas peryTarusi - 5T0 HEraTUBHAS WM MO3UTUBHAs WH(OpMAIUsI B CETH O
tebe. Kommpomertupyromas uHdopManus pa3MelleHHass B HHTEPHETE MOXKET
CEepPhE3HBIM 00pa30M OTpa3uTbCid Ha TBOEH peanbHOU ku3HH. «l{udpoBas
penyTanus» - 3T0 TBOM UMHIIK, KOTOPBIA opMupyeTcs u3 unopmaiuu o Tede B
UHTEpHETE.
TBOe MeCTO KHUTENbCTBA, y4eObl, TBOC (PUHAHCOBOE IOJOKEHHUE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJIM3KHUX - BCE ATO HAKAIIJIUBACTCS B CETH.
MHorue mOAPOCTKH JIETKOMBICIGHHO OTHOCSTCA K MyOJMKallMU JIMYHOU
uHdopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX MOCHENCTBUMA. Thl Jaxke HE
CMOXeEITh J0TafaThcsi 0 ToM, 4yTo doTorpadus, pa3zMeiieHHas 5 JeT Ha3all, craja
MPUYUHON OTKa3a MPUHATH T€0s Ha padoTy.
KommenTtapuu, pasmemienue TBoux ¢oTorpaduii u Apyrue JACUCTBUS MOTYT He
WCUYE3HYTh JIaXKE MOCIEe TOro, KaKk Thl UX YJaullb. Thl HE 3HACIIb, KTO COXPaHUI
3Ty uH(GOPMAITUIO, TIOTaJia JIM OHA B TIOMCKOBBIE CUCTEMBI U COXPaHWJIACh JIU OHA,

a TJIaBHOE: YTO MOJIyMAaloT O TeOe OKpyKarollee JIt0Id, KOTOpble HAUAYT U YBUAST



sto. Haiftn mHpOpMAIMI0 MHOTO JIET CIYCTS CMOXET JI000M - Kak W3 J0OpBIX
noOyXJICHW, TaK W C HaMEPEHHWEM NPHYUHUTH Bpel. ODTO MOXKET OBITh KTO
YTOHO.
OCHOBHBIEC COBETHI TI0 3aIIUTE U(PPOBOI peIyTaIUK:
1. [Toxymaii, mpexie yeM 4To-TO IMyOJIMKOBATh U NiepeiaBaTh y ce0s B Ojore
WM B COLIMATILHOM CeTH;
2. B Hactpoiikax mpoduis yCTaHOBH OTpaHMUYEHHUS Ha MPOCMOTP TBOETO
npouIIs U €ro COACP>KUMOTO, CACNIAal €ro TOJNBKO «JUIsS IpYy3ei»;
3. He pa3smemaii u He yka3piBaii nH(pOpMAIHIO, KOTOpas MOXKET KOTO-I100
OCKOPOJISITh WJIH OOMXKATh.

Aemopckoe npaso
CoBpeMeHHbIE MKOJLHUKN — aKTUBHBIC TTOJIB30BATEH THU(PPOBOTO MPOCTPAHCTBRA.
OpHako Jalieko HE BCE 3HAIOT, YTO IMOJb30BAHHE MHOTHMH BO3MOXHOCTSIMU
nudpoBoro mupa TpeOyeT CcoOJoJeHUs TpaB Ha HMHTEIUICKTYaIbHYIO
COOCTBEHHOCTb.
TepMuH «HMHTEIJIEKTyallbHasi COOCTBEHHOCTBY» OTHOCHUTCS K  Pa3JIMYHbIM
TBOPCHHUSAM YEJIOBEYCCKOTO yMa, HA4YMHAS C HOBBIX HM300PETCHHWH W 3HAKOB,
0003HaYaIOMX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH , U 3aKaHUMBAsi KHUTaMH,
dboTorpadusiMu, KHHOPUIEMaMHU U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMH.
ABTOpcKHE TMpaBa - OTO TpaBa Ha MHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
MPOU3BEJCHUSI HAYKH, JINTEPATYPhl U UCKYCCTBA. ABTOPCKHUE TIpaBa BHICTYIAIOT B
KaueCTBE TapaHTHH TOTO, YTO HMHTEIJICKTYaJIbHBIA/TBOPUYECKUN TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeAJIMBBIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysbTaTax CBOETO TPyHAa, TMOJYyYUTh W3BECTHOCTh W mpu3HaHue. Hukrto 6e3
paspelieHrss aBTOpa HE  MOXET BOCIPOW3BOAWUTH €r0  MPOU3BEICHHE,
pacnpocTpaHsaTh, MyOJIMYHO JEMOHCTPUPOBATH, NPOJABaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJIMYHO HCHOJHATH, MOKA3bIBATH/UCIIONHATL B d(upe wuiu
pasMerars B MIHTEepHeTe.
Hcrnonp30oBaHne «IUPATCKOTO» MPOTPAMMHOTO 00ECTICUCHUS MOXKET MPUBECTH K

MHOTUM PHUCKaM: OT INOTCPHU AAHHBIX K TBOMM dKKayHTaM 10 6J'IOKI/IpOBKI/I TBOCTO



YCTPOMCTBA, T/I€ YCTAHOBJIEHHBIA HE JerajbHas nporpamma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYET JeETalbHbIE W OECIIaTHBIC MPOTPAMMBI, KOTOPHIE
MOYHO HaliTH B CETH.

O nopmane
CereBUUYOK.p¢ - TBOW TJIaBHBIM COBETYMK B CETH. 371€Ch Thl MOXKEIb Y3HaTh O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3bIKOM, & MPU BO3HUKHOBEHUU
KPUTUYECKON CHUTyaIllud OOPAaTHTHCS 3a COBETOM. A TaKXe MPUHATH y4acTHE B

KOHKYpcax u CTaTh caMbIM U (GpPOBBIM rpakJaHuHOM!



